A

AD-A270 322

TR0 @

!
[ ?«
%ry ’: o

W

B
%a@

\o l

DoD 5220.22-S-2

MARKING
SUPPLEMENT

DT!C

oo e ‘,ﬁ TO

4

Y
i..v :‘r é}’;
Fat

INDUSTRIAL SECURITY
MANUAL

FOR

SAFEGUARDING
CLASSIFIED
INFORMATION

w *‘—3‘3&\‘ UL L T T T T T T T
" * GRS *
¥ P [
Y 72N X - (v\c
s}
m DEPARTMENT OF DEFENSE
: SEPTEMBER 1987
This domimes Eeen apricved”
EL T
d::::;bu:'ou 13 uniL:nA{r—*-d.m_c; e ’
_~__= -«—-—.\-\~'\~,
= — 0
= 93-229]

‘02 TR



DEFENSE INVESTIGATIVE SERVICE
1900 HALF ST.. S.W
WASHINGTON. D.C. 203241700

FOREWORD

This Supplement, together with the DoD 5220.22-M, "Industrial Security Manual
for Safeguarding Classified Information" (ISM), provides guidance to industry
for marking classified information.

The Supplement contains information of value to the authors or to the
approver of classified information who must ensure the propriety of security
classification markings, to the administrative personnel who must prepare the
finished product, and to other personnel who generate or access the
classified information. It does not cover every conceivable situation that
may be encountered in the creation of classified material; however, it does
illustrace proper markings as required by paragraph 11 and Appendix II of the
ISM.

Any comments and/or suggestions for improvements should be forwarded through
your cognizant security office to the Director, Defense Investigative
Service, Attn: V0430, 1900 Half St., Sw, Washington, DC 20324,
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SAMPLE 1. CLASSIFIED DOCUMENT WITH Front and Back Cover.

/7

&
=&
xS
-

& Ve
< /S
’9@ Q

FRONT
COVER

SECRET
BACK

COVER April 16, 1984

Document Title (U)

ABC SECURITY COMPANY
111 Main Street
Anytown, USA 22222

Classified by OPNAVINST 5510 1C *
of March 30, 1983
Dectassdfy on May 29,1988

SECRET

Ls

* May be placed in another prominent place in the document.

UNCLASSIFIED SAMPLE- For Training Purposes Gnly




SAMPLE 2. CLASSIHIED DOCUMENT WITHOUT COVERS.

CONFIDENTIAL

ABC SECURITY COMPANY
111 Main Street
Anytown, USA 22222

‘ April 16, 1984

FIRST PAGE

o
2
BACK PAGE 4’% -

{Desirable but % ¢
not mandatory} o/f( .

Classified by. DD Form 254 *

N00011 - 84 - C - 0022 of Jan 5, *84
Deciassify on November 30, 1991

CONFIDENTIAL

*

May be placed in another prominent place in the document.

UNCLASSIFIED SAMPLE-For Training Purposes Only
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SAMPLE 3. GUIDE FOR OVERALL AND PAGE CLASSIFICATION MARKINGS.

A,
'o,,’
e T C,
A Ta q
[/ "
r_,? L) or (/N

Titie Page ’

(if any,)

* Table of Contents
(1t any)

* d
WO
¥ T\( sy

tif any)

Back Cover

OVERALL SECURITY CLASSIFICATION
MARKED TOP AND BOTTOM

* PAGE MARKED ACCORDING TO ITS CLASSIFIED CONTENT
OR “UNCLASSIFIED"”

OVERALL SECURITY CLASSIFICATION MARKED TOP AND
BOTTOM {not mandatory)

7
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TOP SECRET .oweioe*™" "
“'“_\ CONFIDENTIAL J[[’,y[/.

/ CONFIDENTIAL

All of these markings are acceptable for marking classified information. The size, type. or color of the
markings, alone, does not make the markings conspicuous. What is conspicuous on one document or type
of materiai may not be conspicuous on another. A marking is conspicuous when it will be noticed and
recognized by the holder as separate or different from other information or material, and it will serve to In-
form and warn of the special requirements necessary for protection of the information. E Every effort should
be made to make the markings as conspicuous as possible consistent with the production methods being
used when creating classified documents or material.

8
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RESTRICTED DATA

4SS MATERIAL CONTAINS RESTRICTED DATA AS
DEFNED N THE ATOMIC ENERGY ALT OF 1954
INAUTHORLZED DISCLOSURE SUBJECT TO ADMINI
STRATIVE AND CRIMINAL SANC NONS

SECRET

FORMERLY RESTRICTED DATA
UNAUTHORIZEL DISCLOSURE SUBJECT TO ADMWN
STRATIVE AND CRIMINAL SANCTIONS HANOLE
AS RESTRICTED DATA N FOREIGN DISSEMINA TION
SECTION 144b ATOMRC ENMERGY ACY OF 1954

TITLE (V)
DATE

[ WARNING NOTICE
INTELLIGENCE SOURCES OR METHODS INVOLVED
FURTHER DISSEMINATION ONLY AS
AUTHORIZED BY CONTRACTING OFFICER

REPRODUCTION REQUIRES APPROVAL
OF ORIGINATOR OR
HIGHER GOVERNMENT A'JTHORITY

NAME and
ADDRESS

SECRET

l FOREIGN GOVERNMENT INFORMATION .

THIS DOCUMENT CONTAINS NATO CLASSIFIE
INFORMATION

These are additional markings commonly used on classified material. The appropriate markings are
placed on the front cover of a document or on the tirst page if there is no cover The markings serve to
notify and warn the holider of special requirements for protection of the information and must be promi-
nently placed on documents, on material itself, if feasible, or in accompanying documentation.

UNCLASSIFIED SAMPLE-For Training Purposes Only

SANPLE 19. MARKING CLASSIFIED HARDWARE/EQUIPMENT.



SAMPLE 6. CHARTS, MAPS, DRAWINGS AND TRACINGS

SECRET v - __
- v sn [m
I
mmu\b ‘V;".;:Ew
¥
Lo Lmwwesect Lama | iy e
; 1 il THEARAL SIONT [coammsren gr 00 Form i0d o
o T’ i 120 CAdNEL FLIA L FIE14ALCH1I dated S11204
i ¥4 CecLaSury o | ' Avgeer 100
Y
T 1T T 7 1 13 P11
TN N RN B TS & e = ottt
i :'A T ore ‘J
" LEGEND, TITLE BLOCK OR SCALE N:J
! = s T o
R =TSk ,]%J‘l'—'*f"—{ SeP T ]
I Y
SECRET

A chart, map, drawing, or tracing is marked to show its overall classification, the classification of the
legend, title, or scale block, the declassification markings, date of preparation and the name and address

of the preparer. The classitication markings may not be abbreviated. If feasible. any identifiable portions
should be portion marked.

< SECRET @ SECRET
1

It a chart. map, drawing, or tracing is folded or rolled. the overall classification markings must be added to
be visible when it is folded or rolled.

10
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SAMPLE 7. PORTION MARKINGS. This sample iffustrates and explains portion markings. L

SECRET .

ABC SECURITY COMPANY ®
11 MAIN STREET
ANYTOWN USA 22222

May 10, 1984

MEMORANDUM FOR ALL CLEARED EMPLOYEES

SUBJECT: Marking the Security Classification of Portions (U}

1. (V) This is a sample of a classified document. [t shows the proper method

ot applylng portion markings required by the Industrial Security Manual. It

should be noted chat there is no longer a mandatory requirement to portion

mark subparagraphs. However, it remains the policy of the Industrial Security

Program that portions of classtfied documents shall be marked in such a manner ®
that eliminates doubt as to which of the portions contain or reveal classified

information. For example, this entire paragraph would contain SECRET and

CONFIDFNTIAL intormation but the lines of this opening part would contain

UNCLASSIFIED information and is clearly marked to show that it is

UNCLASSIFIED.

a. (S) It is important to understand the basic premise underlying the
portion marking requirement. That is, the recipient of a classified document [
is entitled to know what the classitication ot each portion is or that some
portions are nut classitied. If this portion of paragraph 1 contained SECRET
information {t would be so marked.

b. (C) If this portioa ot paragraph 1 contained CONFIDENTIAL intormation
{t would be so marked.

2. (U) These lines are UNCLASSIFIED as indicated and have bcen developed to [ .
show another portion marking situation. That is, paragraphs 3 and 4 that

follow are essentially the same but are arranged differently to illustrate a

clear case where there is no requirement ior "subparagraph” marking.

1. (C) ln a classified document, the portions that require markings are:
@ paragraphs; ®
@® subparagraphs (1t necessary for clarity);
® charts; and
® illustrations.
4. (C) In a classified document, the portions that require markings are @
paragraphs, subparagraphs (if necessary for clarity), charts, and
illustrations.
5. (U) Even though 1t 1s no longer mandatory to mark subparagraphs, they
should be marked if the classitication is differcnt from the preceding part.

Remcmh~r, portions have to be marked 1n such a way that there i1s no doubt
about the classification status u! cach of them,

Classified by: OPNAVINST §5310.1%
of 12/3/83 . “DOFE.
Declassify on: July 31, 1989 SECURITY MANACEF

SECRET ®

11
UNCLASSIFIED SAMPLE-For Training Purposes Only
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SAMPLE 8. MARKING MAJOR COMPONENTS. *
SECRET .
Attachment | to TOP SECRET Memorandum dated July ', 1984 L J
L 4
ABC SECURITY COMPANY
111 MAIN STREEY
ANYTOWN USA 22222
Tune 8, (Yhi
o
MEMORANDUM FUR ALL CLFARED EMPLUYEES
SUBJES Intormdt 1on about Major Lomponcnts of Classilied Documents (U
t. «Ch This «ample shows how to mark major components of clucuitied documents
that are intended to be, or that arce llkely to be, used as svparate docaments. Py

Fxampies ot major components include an annex, appendix, or attachament, and
other major parts ol a complex classitied document. This sampie 15 Atta: Fment
1 to a TOP SECRET Memorandum and 1 matrked as 4 maior component that will he
separdted trom the hastc memorandum. This portion 1s marked s 11 1t were
CONFIDENTIAL,

; (S) Major components are marked the same as an ftodivido ol Classitued

document. All ot the markinpys requirea tor an indiv.dual Jdoecument, suach as, Y
the identificatior markings, overaii markings, page ot portios marking-,

downgrading/deciassitication markings, and any special warning notices ah

applied to the major compunert. This method ot marking will ersure that

Appropridqte @arkinRs reman Intact when rhe compenent 1s separated tron tne

rest ot the document and also alliws tor tncorperation of cristing e sitied

documents inte one complex document without majur remarking .° the existl.y

document~, This portioan is markesd =~ it it were SFCRET.

3. 1U) 1t an ertire major compoenent 1< UNCLASSIFIED, the 1.r-t page o1 the
component may be marwked PNOLASSTFIML at the top ard bottom God Statemert
. MALL PORTIONS OF THLIS AJTACHMENT ARD PNCLASSTEIEDRY and o

turther marking of that componetit I8 necescarv. This method ot marking an

added, such as

entirely UNCIASSIFIRED major componert wiil ensure the recipivot that thi. part
ot the - lassitied document was not indadeercently lett anmarked, This portion
in marked as it it were UNCLASSTFIFD.

®
“.  ti) Caution should ne exercised when separating such doruments be. quse
accotntablility and contre!l records mav need to be modified or created to
ensure proper ac.ountability of the material. This pertion is marked as it
it were UNCLASSIFUED,
\ Al
i i <
| -
A4
<5 poE ®
Security Manager
tLassttied byt OPNAV INST $5510.3 Attachment 1 to
ot 13 /R3 TOP SECRET Mewmorandum °
Declansity on: juiy 31, 1989 dated Julv 7, 1984
A classified major component 1s marked as a separate classified document An entirely unclassihied ®

component 1s marked as such and with a statement to ensure the recipient that it was not tnadvertently
left unmarked 12

UNCLASSIFIED SAMPLE-For Training Purposes Only




AMPLE 9. MOTION PICTURE FILMS AND VIDEO TAPES

SECRET

May 1 1984

Film Container (U)

ABC SECURITY COMPANY
150 WA STREST
ANTYTOWN. Vaa 14448

CLASSIFIE D BY USAF 1tr ASD WP
il h 1 B4

Deciassity on 31 Dec &

CLASSIFIED BY USAF it AS'WP
dtd b/1/84
DECLASSIFY QN 31 Ded 14940

At the beginning and end of each reel. |

CLASSIFIED BY USAF s ASD'WP

SECRET dred b 1,84

DECLASSIFY ON 31 Dec 1990

® conFiDEnTIAL P / ®)

Video Cassette (U) “‘\J

ABC SECURITY COMPANY \
111 MAIN STREET @
ANTTOWN. Usa 12342
e 191984 '

N CONFIDENTIAL

4 Declassify on: June 30,1990

Classified by: Multiple Sources

At the beginning and end of each tape.

tach reel or tape 1s marked at the

he appropriate classification markings
o be visible when projected. The reel
v cassette and the container are also
narked with appropriate markings.

ABC SECURITY COMPANY 1‘/—_—‘

reginning and end with titles bearing (11 MAIN STRELT
ANYTOWN. USA 21222

Video Cassette Container {U) CONFIDENTIAL

Classitied by Multipie Sogroes
Onctassity an 1gne 30, 1990

JUNE 191984

13
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SAMPLE 10. SOUND RECORDINGS AND CONTAINERS.

® Audio Cassetts Recording (U] \O}
e *

Moy 9,190 a

: _—:
CLASMFIED @Y OO0 Fama 234 ¢
NOBD!1SAL 0111 eve WIVE4
Oustaspity on surt 301904 - °

® ~ %

-

ABC SECURITY COMPANY
111 MAIN STREZT
“THE INFORMATION ON anvTOwN. Uea sazaz o
THIS RECORDING Mev 3, 1984
IS CLASSIFIED SECRET" Cassattn Container (U]

At the beginming and end of the recording

CLASBIFIED 8Y DD FORM 254 'u}

NOGOT1-84-C-0117 deg 3/31/84
T

[ ]
® q
[ ]
ABC SECURITY COMPANY
®
“THE INFORMATION ON ¢
THIS RECORDING
IS CLASSIFIED SECRET"
At the beginming and and of the recording
[ ]

An audible statement of the overall classification is placed at the beginning and end of the recording. The
reel or cassette, and the container, are marked with the other appropriate markings.

14
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N, ¥ N 4 \N V ZZ2Q\

DN, //%\X\ I\

?’&‘,V ///// %L \ fa;&

e CIENCES CORPORATION PO
0\ PHOTOGRAP;';S BSAS'K:T R?)AD /{1\\\ %fu\
/ /// P O. BOX 338 %§
WEBSTER, NEW YORK 14580 g »
(716) 265-1600

® ® [ ] ® [ ] ® ® [ ] [ ]
[ ]

4

SAMPLE 11. PHOTOGRAPH AND TRANSPARENCY OR SLIDE.

[}
/ SECRET _sunt_|
®
(FRONT OF PHOTOGRAPH) (BACK OF PHOTOGRAPH)
®
CLASSIFIED BY B-99 REC A.C SCTY CLASS SwIOE
DECLASSIFY 9N 31 DEC 191
/
April 18, 1984
ABC Security Company
't Main Street [
Anylown USA 22227
SECRET —_—
*_SECRET
Photograph.
A photograph is marked with the overall classification on its face, if at all possibie. Other markings
may be on the back of the phoizgraph. Markings may be affixed by pressure tape label, stapled strip, or ®
other means.
| SECRET h
SECRET *
(IMAGE AREA) Y
ABC Security Company
CLASSIFIED BY: MULTIPLE SOURCES SECRH N u-.:'ss:.;z" ®
L DECLASSIFY ON: OADR April 18, 1984 J
Transparency or Slide.
A transparency or slide is marked with its overall classification in the image area and on the border,
holder. or frame. Other markings may be in the image area, on the border, holder. or frame. or in accom- °

panying documentation.
15
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SAMPLE 12. MARKING TRANSMITTAL DOCUMENTS.

SECRET

ABC SECURITY COMPANY
t11 MAIN STREET
ANYTOWN USA 22222
May 16. 1984

NEMORANDUE FUR ALi CLLARFD FMPLOYLDS

SUBJECT:  MARKING TRANSMITTAL LOCLMENTS (L)

.ot This sanple shows Dow to mars o VONFIDENTIAL tronsmiltta, o cument
that has as ar attachment another decuroent
tevel, 1t also desuribes now to tark an U0

which .o ciadssiliod e the Srooe
LASSEFLED trcsmittal docament
that Hds o cliassified attachment. This porticu 1s markeo o ot iU cortal o
CUNFIDENT AL inlormaticr.

S {UY Whetever an oattachment to o transwmittal 3 clasciiled ot o foatar
feve!l tian tne Cransmittal ftseil, the hipbest feve! ¢l clans1licc 1o
pideed 4t thc tep and bottom ot Tie 1irst pope and a4 notatlvo, =0t
VOUWNGRATT T CONETDENL LD WHEN SEEZRATD Py G D pSSTFTRD AT ACHMNT
toostew Loe classification ol the trensmitios atsesb. A cloesitice o

fUel uiSe e ethed T Show the ClassSllaceling o1 37 0 porliens , 0TS b
Tine, 1t: approptiate downgradingsdecias: SIICation Larhlags, «fe aty
adait al securits markines THat are pptepliute for oy ot the

§

Eltere.rn, Il g ciassrfied Cratsaallal consaists o twe o

aviiss

The Seconl did Toa oo Wity pager wonld be marred woith othe closasaticair et
tarormdtion ST Lnerecil, Just oo Forhe cgse 1 any uther o os T i
UTent.  IRis portion i RAtRer as 1 it Cortarned UNCLASSTFRIFD grorman

‘. (SR TR
e g rKed

WEIh flas o vaas s ibled attachient, won

Phavation wloantorabarmat Lo Cidesd (0T 4

ad wilho a4 e SUC. an, TUNCLATSTFIRD WD S PARSTLL FROM o CLASY DL
AlLA AMENTS” ithe LTSt page. ' thia anslance, ondy sechootaer

auditseTal mark s o tial dre g prepriate tor the atiacPrentos, woloe be '
The 1irst

aloroat:

Fv, =1TCe the trabshaital frael! o ntains ne oL st
lassitled transmitlta.

HPoanou

TRialn Cl Lwo T TOTU e,

thne sec Toaa G PAEeN Wen il requlic N marking o fhois pottoom b,
ks P

marered ds LY I8 o rained (PNSIDENTIAL prlormatioa.,

CAttac et

DOWNGRADE TO CONFIDENTIAL

Classifted bt USAF mep UUS%AL 51w '3
Ceriassitsy ons Uate ! Launch WHEN SEPARATED FROM

SECRET ATTACHMENT

SECRET

Transmittals are always marked with the highest level of classification of any information being trans-
mitted. Notations. as appropriate. are added to show the classification of the transmittal when the attach-
ments are remaved or that it is unclassified upon removal of the attachments.

16

UNCLASSIFIED SAMPLE-For Training Purposes Only



SAMPLE 13. INTERIOR PAGESWITH A CHART.

— - U
SECRET
rT T YUY YT TY T TTTT T
L
L
L
o N
Sk SECRET N
.v'/
//’ 2
Lo
Voo [ secreT,
‘ e i
' SECRET

SECRET

CONFIDEMTIAL

SECRET

oy
-
. Tagr Apsans

ange
o o

2,
nar

SECRET

SECRET

WO st ation: Hograg e hgures graphs rtraw
T Rante and & -l classied documents
el Tl ey (16 SFOS e Tacmlcaton
AN WA T AONGULE T The KON
tions, rrevi 0N the hasis of the
TSE 5 (01 or

oR

toonngnh us
e A ngs

SECRET

A chart is considered a portion of an overz!l document and must be marked according to its classifi-
cation. These markings may not be abbreviated. Captions are also marked according to their classification.
The markings applied to a chart, even if its the only information on a page. are not a substitute for page
markings.

UNCLASSIFIED SAMPLE- For Training Purposes Only



SAMPLE 14. MARKING FOREIGN CLASSIFIED INFORMATION. This illustration shows

the marking requirements for documents containing foreign government information.

(RHEIM

DEUTSCHE (NDUSTRIE NORMEN

22 Februar 1976

A classified document received from a
foreign government.

GEHEIM
SECRET

DEUTSCHE INDUSTRIE NORMEN
IGERMAN (NDUSTRIAL STANOARDS) ()

22 Februar 1976

SECRET

GEHEM

The U.S. classification and the country of origin
are placed on the document in ENGLISH.

SECREY
ABC SECURITY COMPANY
111 Main Street
Anytown,K USA 22222
APRIL 16,1984

INDUSTRIAL STANDARDS (U)

[ FOREIGN GOVERANMENT INFORMATION ]

-
OR "
THIS DOCUMENT CONTAINS

GERMAN INFORMATION

Classified by. Muftiple Sources
Decfassify on. QADR
SFECRET

A contractor-generated document that
cantains foreign classified information.

18

SFCRET

1o (6% .5 This samgle shows porfion mtkiay
ST e Cor cgener ated document Tl

Tawa bt o dntarmat o,
e CFPMAN G REY

i oa
Cantaine bireiun
Thie patagraph wentd

Db amae ),

To 4ERCL U The yecgpicnr o 1 eeten

Vet tmd closument i- responatble bar encarbag
Paserftoars s et rhe

wpe At in FRGCITTH e the b oment

AT kN CFRMAN TONETUEND 1A

that the Sty
i
This »ar g ah woold
totsmar boe

oooter A e W, sk asy FORFLS COVERNMENT
INFORMATION, x4 almibar norats rg bs plaed
othe Paie it the heoament to prevenr §re

taadvecrent aelegse o Ao lass Lot an wiehoat
Approval St dhe Torefgn governmeat,  This
Jaragraph s morked 1o chow that e

laesiifed T ontained ta fr,

e UMY The purpoce ot the partian morkings te
to dicrtogareh the foratgn faformat{m, fram 2 he

T fatormar fan,

This paragraph 1s
ane lassityed,

SECRET

An interior page of a document that contains
foreign classified information,

UNCLASSIFIED SAMPLE-Far Training Purposes Only



UNCLASSIFIED SAMPLE - For Training Purposes Only

SAMPLE 15. DECKS OF ADP PUNCHED AND APERTURE CARDS.

[ CONFIDENTIAL 1.

-
»
h
Decks of ADP Punched Cards (U} May 10, 1984 ;
ABC ?f?u:LT;igMPANY Classified by - Multiple Sources
Declassify on: OADR

Anytown, USA 22222

CONFIDENTIAL
( CONFIDENTIAL

<o

ADDITIONAL
OR
JOB CONTROL CARD
CONFIDENTIAL
CONFIDENTIAL

ent, only the

atrolled as a single docum

~ Cards. When the deck s handied and €O
arkings. An additional card is added

the overall classification m

ad) to show the other required markings.

Decks of ADP Pun +

first and last cards (nint Geok requice

(or the job control card modif
19
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SAMPLE 16. REMOVABLE ADP MEDIA.

Diskette SECRET

Classitied by : Multiple Sources
Declassify on: September 30,1989
Property of:
Removable ADP Media (U)
ABC Security Company ay 10, 1984

111 Main Street

Anytown, USA 22222

-
-

Lol 1] '

~

\J

Removable ADP storage media and devices used with ADP systems and word processors must be
marked on the front only with apprapriate markings to indicate the highest level of ~lassified
information contained therein. Pressure tape, fabels, etc., may be used to apply the required markings.

20
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SAMPLE 17. CONTINUOUS FORM (FAN FOLDED OR ROLLED) DOCUMENTS

CONF\DEN“N'

v [ ]
[ PAN )
¢ R\ Ty co‘:‘ ¢
. ABC S\E\‘; el 32;"'22222 o\
° . 'y
. N\‘lwwn °
'y .
€ \* °
o \* 1984 i
° ° May A6, )
' °

The classification markings are required only on the first and last page. and the front and back covers, if any.
Interior pages do nat require markings. f separated. additional markings must be applied to each document
created as a result.

21
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SAMPLE 18. PAGE REMOVED FROM ADP CONTINUOUS FORM DOCUMENT.

CONFIDENTIAL

ABC SECURITY COMPANY

11t MAIN STREET
ANYTOWN. USA 22222

May 16,1984

(U} This portion is Unclassified.
(C) This portian is Confidential.

[
®

®

[ ]

L J

®

[ ]

[

[ ]

[

®

[ ]

[ J

[ ]

[ 4

®

L

[

Classified by; Muitiple Sources e
Declassify on: OADR A
®

[ J

[ ]

[ J

e

[

[

[ J

[

[ ]

o
o
®
®
[ J
o
[ J
@
[ J
o
®
[ ]
®
®
(]
[
[ ]
®
[ J
[
o
[ ]
[ ]
[ J
L J
[ ]
[ 4
®
[ ]

CONFIDENTIAL

document but requires additonal marking.

[ ]
It a single page is removed from the document. all the markings required for any classified document shall be ap
plied to the page The separate documents created may still be handled. controlled, and marked as a continuous form

22
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SANPLE 19. MARKING CLASSIFIED HARDWARE/EQUIPMENT.

LABEL

CONFIDENTIAL

DD 254 12—8—8!
N00019—81-C—0269

"21 JULY 1989

This sample shows how to mark classified hardware/equipment. If at all possibie, the classification mark-
ings should be affixed to the item itself. These markings may be stamped, printed, etched, written, en-
graved, painted, or affixed with a tag, sticker, decal, or other similar device. \f marking the item is not
practical, provide the intended recipient with written notification of the appropriate markings.
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SAMPLE 20. MARKINGS UNDER PREVIOUS EXECUTIVE ORDERS.

Markings under €.0. 10501 of November 5, 1953:

GROUP 1 GROUP 3

Excluded from automatic downgrading Downgraded at 12-vear intervals; not
and declassitfication

autofutically declassiried

GROQUP 2 GROUP &

Downgraded at 3-year intervals;

Exempted from automutic downgrading
declassified after 12 vears

Markings under £.Q. 11652 of March 6, 1972:

General Declassitication Schedule (GDS) Exempt trom GDS

CLAGSIFLIED BY CLASSIFIELD BY
LCURIECT TD GDS ot EL0, 11652 EXEMPT FROM GDS OF E 04 11632
ATTONMATL ALLY DOWNGRADREL AT EXEMPTION (ATEGORY (1,2, !0t !
"Wo- (EAR INTERVALS DECLASSIFIED ON (ettective date)
CEULASSIFIED ON O DECEMBER 3L, (year)

Advanced feclassitication Schedule Excluded from LIS

uy GLASSIFIED BY
(ertective date) EXCLUTED FROM (HE D%
on fetiective date)
ferffective date)

Markings under £.0. 12065 of June 28,1978:

TASSTFT = BY
TOWNGEALFL fo on  (date)
CEULASGIFY on (date)

CLASSTFIED BY
DECLASOIFY 0N

LASSIFIEDL BY

veview f‘or declassification on  (date)

This sample shows the vanous downgrading/declassitication (hereafter reterred to only a< fdeclassifications
markings that have been authornized under previous executive ordeis. E.O. 12356 dnes not require remark.
ing of any ot the old material. Old material that has been marked. or remarked, tor automatic declassitica-
tion on a specified date or event. may be declassified pursuant to such markings. Information extracted
from such old material shall carry those instructions torward tc the new material. Old material that does
not specity a date or event for declassification may no* be declassified without authorization of the
originating agency. information extracted from such old material shall be marked with the notation.
“Originating Agency's Determination Required” or “OADR" on the “Declassity on™ line on the new
material.
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SAMPLE 21. THE “CLASSIFIED BY " LINE.

A new document which contains infor-
mation extracted from or based on the
guidance contained in the source docu-
ment as shown in the left column,
would be marked with a “Classifed by"
line as follows:

1983 which

shows: Classitied by: OPNAVINST

5510.5a of 10/11/83
NAVSEA document received from DTIC

shows: Classitied by: SCG for
which shows: Classified by: DD Form
254 for N00019-84-C-0123 of 6/9/84

Project Shoehorn date 2/1/82
Subcontract DD Form 254 for P.O.

67890 dated 8/14/83
ABC Security Company letter of 7/14/84

Prime Contract DD Form 254 for

N00019-84-C-0123 dated 6/9/84

NAVSEA Security Classification Guide

tor Project Shoebox dated 1/10/184

NAVSEA letter of July 7, 1984 which
dated October 11,

Classified by: DD Form 254 for
N00019-84-C-0123 of 6/9/84

%

Classified by: NAVSEA SCG of 1/10/84

ﬁ Cilassified by: NAVSEA Itr of 7/7/84 E 3
Classified by: DD Form 254, N00019-84-
Dk g % C-6123 of 6/9/84 and NAVSEA SCG
of 1/10/84
Classified by: DD Form 254, N00019-84-
| W * C-0123 of 6/9/84 and Multiple Sources | ¥ ¥
ﬁ Classified by: DD Form 254 for PO
67890 of 8/14/83
* Classified by: ABC Security Co. Itr *
of 7/114/84
) * %k
Cite the source document. Do not A record 1s required to support the
cite the information on the source's classification and it must be retained
“Classified by" line for the duration of the contract

This sample illustrates some of the variations that may occur when completing the “Classified by”
line. The purpose of the "Classified by line is to provide an “audit trail” to the onginal classifier of the
information. A contractor will have a DD Form 254 for each classified contract that should provide the
guidance necessary for classifying information: however, many times the DD Form 254 itself does not
contain any guidance but incorporates by reference one or more Security Classification Guides (SCG). In
such instances. the cuntractor may elect to show the DD Form 254 or the SCG or both. Likewise. when
responding to a classified letter. message or other document from a User Agency or another contractor,
the contractor may cite the incoming source document rather than the DD Form 254
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